BUSINESS ASSOCIATE AGREEMENT
HITECH AMENDMENT

Effective Date: __________________
Pursuant to Section 6.3 (Amendment) of this Business Associate Agreement, the parties hereby agree to add the following provisions as of the Effective Date first stated above:

SECTION I – DEFINITIONS

1.1
“Breach” shall mean the acquisition, access, use, or disclosure of protected health information in a manner not permitted under this part which compromises the security or privacy of the protected health information.
a. For purposes of this definition, compromises the security or privacy of the protected health information means poses a significant risk of financial, reputational, or other harm to the individual.
b. A use or disclosure of protected health information that does not include the identifiers listed at § 164.514(e)(2), date of birth, and zip code does not compromise the security or privacy of the protected health information. (45 CFR 164.402).
1.13
 “Unsecured Protected health Information” shall mean protected health information that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a technology or methodology specified by the Secretary. (45 CFR 164.402).
SECTION II – OBLIGATIONS AND ACTIVITIES OF THE BUSINESS ASSOCIATE

2.13
To provide the Covered Entity with notice of a breach of Unsecured Protected Health Information pursuant to the requirements of 45 CFR 164.410.
SECTION IV – NOTICE OF PRIVACY PRACTICES
4.2
With respect to any privacy breach, the Covered Entity shall notify each individual whose Unsecured Protected Health Information has been, or is reasonably believed by the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of such breach, except when law enforcement requires a delay pursuant to 45 CFR 164.412:
a. Without unreasonable delay and in no case later than 60 days after discovery of a breach.

b. By notice in plain language including and to the extent possible:

1) A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known;

2) A description of the types of Unsecured Protected Health Information that were involved in the breach (such as whether full name, social security number, date of birth, home address, account number, diagnosis, disability code, or other types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the breach;

4) A brief description of what the Covered Entity involved is doing to investigate the breach, to mitigate harm to individuals, and to protect against any further breaches; and,
5) Contact procedures for individuals to ask questions or learn additional information, which shall include a toll-free telephone number, an e-mail address, web site, or postal address.

c. Use a method of notification that meets the requirements of 45 CFR 164.404(d).

d. Provide notice to the media when required under 45 CFR 164.406 and to the Secretary pursuant to 45 CFR 164.408.
All other provisions of this Agreement shall remain in full force and effect to the extent they are consistent with this Amendment.
In Witness Whereof, the Parties hereto have duly executed this Amendment as of the Effective Date as stated first above.

Covered Entity





Business Associate


By:______________________________

By:_________________________________

Title:_____________________________

Title:________________________________

Date:_____________________________

Date:________________________________
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